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METHOD AND SYSTEM FOR MINIMAL DISRUPTION DURING SOFTWARE 

UPGRADE OR RELOAD OF A NETWORK DEVICE 



BACKGROUND OF THE INVENTION 
Field of the Invention 

Embodiments of the present invention relate to the field 
of network communications. More particularly, embodiments of 
10 the present invention relate generally to reloading and 
upgrading software in network devices. 



Related Art 

A network provides an infrastructure that facilitates 
15 communication between electronic systems, or computer 
systems, associated with end users. Internetworking 
protocols allow for the transfer of communication between two 
or more individualized networks. As such, smaller, 
individualized networks, such as, local area networks (LAN) , 
20 are combined into a larger internetwork cable of providing 
communication services to an ever increasing number of end 
users. For example, the Internet is a global interconnection 
of individual networks. 



25 Network devices are hardware devices that facilitate 

communication through a network. For example, the heart of 
any network includes hubs, switches, routers, access servers, 
and firewalls. The hub acts as a central point to host 
computers associated with end users in a local network. As 
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such, the host computers and the hub make up a LAN segment. 
A switch connects the host computers of a particular LAN to 
an internetwork of a collection of LANs. The switch provides 
for a single switched virtual circuit to facilitate 
5 communication between two host devices through a larger 

internetwork across two or more LANs. Access servers connect 
remote users that are not part of any network to one or more 
networks. Firewalls act as checkpoints that check message 
traffic for harmful and unwanted data before routing the 
10 traffic through. Routers are intelligent devices that 

forward message traffic based on the Internet protocol (IP) 
addresses provided. 

Upgrades to software that are used for implementing 
specific features or services as provided by a network device 
are necessary to capture new features, enhancements, and 
fixes to programming errors. For example, software upgrades 
are implemented when customers want or need new and 
additional features added to their existing software 
applications. Also, solutions to specific programming errors 
require an upgrade to their existing software applications. 
As a result, these new software upgrades are provided for in 
software images. 

25 However, a significant impact on the availability of a 

network device occurs when upgrading associated software. In 
general, hardware associated with the network device needs 
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resetting and the network device requires rebooting to 
initialize upgrades to software associated with a network 
device. This network device downtime problem occurs also 
when resetting the network device after a general failure 
5 that does not require any software upgrades. As a result, 
downtime of a particular network device impacts the 
capability of an associated network to pass communication. 

In particular, delays occurring during the installation 
10 of upgrades, or during a reset of software, can be attributed 
to the loading of the software image code and the resetting 
of hardware components associated with the network device. 
Because of these issues, the network device with software to 
be upgraded is cutoff from an associated network. This leads 
15 to termination of current communication sessions held between 
the network device that is being upgraded and other network 
devices . 

Specifically, prior art methods brought the network 
20 device down from the network when installing the software 

image. The software image comprises the programming code for 
the upgrade or reset of software that runs a network device. 
In some cases, the software image is transferred from a 
secondary device, such as, a hard disk, floppy disk, CDROM, 
25 etc. In other cases, the software image is downloaded from a 
server through the network. For example, the software images 
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can be loaded from flash cards, disks, or from a trivial file 
transfer protocol (TFTP) server via a network. 

Also, prior art methods required the blanket reset of 
5 many hardware components associated with the network device. 
As such, hardware components are reset during an upgrade to 
the software, and the network device is rebooted from scratch 
in order to initialize the upgraded software images. 

10 In both cases, these may lead to the physical layer of a 

network going down. This effect would spread to upper layers 
in a network or communication session, resulting in route 
flaps, traffic loss, etc. These other network devices may 
also undergo their own software reset as a result of the 

15 termination of the communication session, thereby 

proliferating further delays throughout a network due to 
network device downtimes. As such, an entire network may be 
affected because of a software upgrade on a single network 
device. Since the availability of a network device is 

20 critical and software upgrades are necessary, it is important 
to reduce the downtime of a network device during a software 
upgrade . 
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SUMMARY OF THE INVENTION 

Accordingly, various embodiments of the present 
invention disclose a method and system for minimal disruption 
5 of communication during the upgrading and resetting of 

network devices. As a result, the upgrading and reloading of 
system software of a network device is performed with minimal 
delay to reduce the downtime of the network device. 
Moreover, the upgrading and reloading of the system software 
10 is performed without resetting all of the hardware components 
of the network device, thereby limiting the impact on the 
control plane when communicating through a network. 

Specifically, in one embodiment, a method is disclosed 
15 for resetting a network device that provides for minimal 

disruption of communication. The method is implemented when 
upgrading system software associated with the network device, 
or when reloading the system software upon system failure. 

20 The method begins by separating operations associated 

with layer two of an International Standardization 
Organization Open Systems Interconnect (ISO/OSI) reference 
model f rom other layers in the ISO/OSI reference model in a 
network device. In essence, the data plane is separated from 

25 the control plane in the network device. As a result, 

current communication sessions involving the network device 
upon which a software upgrade or reload at layer two is being 
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performed will continue to be controlled at the control plane 
without being terminated, despite having data forwarded 
through layer two being suspended. 

The method continues by resetting the software 
operations at layer two of the network device. The software 
operations are reset/suspend while maintaining continuity for 
a communication session between the network device and other 
network devices coupled together through a network. 
Resetting is implemented by loading the software image that 
implements the software operations to main memory of the 
network device. This is accomplished before initiating the 
actual upgrading process. 

In addition, a minimum reset of hardware components that 
are associated with the network device is performed. 
Reset/suspend of hardware components is accomplished to 
remove interruptions to the operating code of the network 
device. As such, these interruptions are removed before 
transferring to the software image that previously was loaded 
during the upgrading process. In this way, interruptions 
from those hardware components will not occur when the 
operating system of the network device is down during the 
upgrading process. 

Thereafter, for minimal disruption, execution of the 
software operations is recovered at layer two before 
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continuity of the communication session is terminated. This 
is accomplished by executing a bootstrap code. Bootstrap 
code is loaded to the main memory before initiating the 
upgrade/reload process. The bootstrap code performs a raw 
5 copy of the software image to a predetermined location in 
memory. The predetermined location comprises the code for 
implementing the software operations. During the raw copy, 
the software image overwrites any code, e.g., the old 
software image, at the predetermined location in memory. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 is a block diagram of an electronic device that 
is capable of upgrading and/or reloading system software with 
minimal disruption to communication sessions involving the 
5 network device , in accordance with one embodiment of the 
present invention . 

Figure 2 is a block diagram of a network device that is 
capable of upgrading and/or reloading system software with 
10 minimal disruption to communication sessions involving the 
network device, in accordance with one embodiment of the 
present invention. 

Figure 3 is flow chart illustrating steps in a computer 
15 implemented method for upgrading and/or reloading software 

for a network device with minimal disruption to communication 
sessions involving the network device, in accordance with one 
embodiment of the present invention. 

20 Figure 4 is a flow chart illustrating steps in a 

computer implemented method for resetting software operations 
in a network device, in accordance with one embodiment of the 
present invention. 

25 Figure 5 is a diagram of memory illustrating the storage 

of existing software, new software, and a bootstrap code for 
replacing the existing software with the new software. 
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Figure 6 is a flow chart illustrating steps in a 
computer implemented method for initializing and executing 
the new software with minimal disruption to communication 
5 sessions, in accordance with one embodiment of the present 
invention. 
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DETAILED DESCRIPTION OF THE INVENTION 

Reference will now be made in detail to the preferred 
embodiments of the present invention, a method and system of 
upgrading and/or reloading system software on a network 
5 device with minimal disruption of communication, examples of 
which are illustrated in the accompanying drawings. 

Accordingly, various embodiments of the present 
invention provide for the upgrading and reloading of system 

10 software of a network device that is performed with minimal 
delay to reduce the downtime of the network device. 
Moreover, the upgrading and reloading of the system software 
is performed without resetting all of the hardware components 
of the network device, thereby limiting the impact on the 

15 control plane when communicating through a network. As an 
advantage, embodiments of the present invention are able to 
upgrade and reload system software on a network device 
without terminating the continuity of communication sessions 
between the network device and other network devices in a 

20 network. Furthermore, the system software is reloaded or 

upgraded without dropping any communication sessions between 
end users within a network. 

Notation and Nomenclature 
25 Referring now to Figure 1, portions of the present 

invention are comprised of computer-readable and computer- 
executable instructions which reside, for example, in 
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computer-readable media of an electronic system that are 
networked devices, such as, a server computer, mainframe, 
networked computer, workstation, hub, router, switch, 
firewall, access server, and the like. Figure 1 is a block 
5 diagram of interior components of an exemplary electronic 
system 100, upon which embodiments of the present invention 
may be implemented. 

While embodiments of the present invention are described 
10 within the context of networked devices, other embodiments of 

the present invention are well suited to implementations within 
any electronic device. More specifically, other embodiments of 
the present invention are well suited for methods and systems 
of upgrading and/or reloading system software on any electronic 
15 device. 

Exemplary electronic system 100 includes an address/data 
bus 120 for communicating information, a central processor 101 
coupled with the bus 120 for processing information and 

20 instructions, a volatile memory 102 (e.g., random access memory 
(RAM) , static RAM dynamic RAM, etc.) coupled with the bus 120 
for storing information and instructions for the central 
processor 101, and a non-volatile memory 103 (e.g., read only 
memory (ROM) , programmable ROM, flash memory, EPROM, EE PROM, 

25 etc.) coupled to the bus 120 for storing static information and 
instructions for the processor 101. 
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Exemplary electronic system 100 also includes an optional 
data storage device 104 (e.g., memory card, hard drive, etc.) 
coupled with the bus 120 for storing information and 
instructions. Data storage device 104 can be removable. With 
5 reference still to Figure 1, a network interface 108 (e.g., 

signal input /output device) is provided which is coupled to bus 
120 for providing a communication link between electronic 
system 100 and a network environment. As such network 
interface 108 enables the central processor unit 101 to 
10 communicate with or monitor other electronic systems or coupled 
to a communication network. 



Some portions of the detailed descriptions which follow 
are presented in terms of procedures, steps, logic blocks, 

15 processing, and other symbolic representations of operations 
on data bits that can be performed on computer memory. These 
descriptions and representations are the means used by those 
skilled in the data processing arts to most effectively 
convey the substance of their work to others skilled in the 

20 art. A procedure, computer executed step, logic block, 
process, etc., is here, and generally, conceived to be a 
self-consistent seguence of steps or instructions leading to 
a desired result. The steps are those requiring physical 
manipulations of physical quantities. Usually, though not 

25 necessarily, these quantities take the form of electrical or 
magnetic signals capable of being stored, transferred, 
combined, compared, and otherwise manipulated in a computer 
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system. It has proven convenient at times, principally for 
reasons of common usage, to refer to these signals as bits, 
values, elements, symbols, characters, terms, numbers, or the 
like . 

5 

It should be borne in mind, however, that all of these 
and similar terms are to be associated with the appropriate 
physical quantities and are merely convenient labels applied 
to these quantities. Unless specifically stated otherwise as 

10 apparent from the following discussions, it is appreciated 

that throughout the present invention, discussions utilizing 
terms such as "performing," "separating," "resetting," 
"maintaining," "recovering," and "loading," and "executing," 
or the like, refer to the action and processes of a computer 

15 system, or similar electronic computing device, including an 
embedded system, that manipulates and transforms data 
represented as physical (electronic) quantities within the 
computer system's registers and memories into other data 
similarly represented as physical quantities within the 

20 computer system memories or registers or other such 
information storage, transmission or display devices. 

Method and System for Minimal Disruptive Restart 

Referring now to Figure 2, a block diagram of a network 
25 device 200 that is capable of upgrading and/or reloading 

hardware with minimal disruption to communication sessions is 
disclosed, in accordance with one embodiment of the present 
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invention. Figure 2 is an exemplary diagram of the 
implementation of the International Organization for 
Standardization Open Systems Interconnection (ISO/OSI) 
reference model within the network device 200. The ISO/OSI 
5 reference model provides for a seven-layered architecture 
within network devices that standardizes interconnections 
between communicating network devices through a network. 

As described previously, the network device 200 is any 
10 electronic system that facilitates communication between end 
users in a network. For example, in embodiments of the 
present invention, the network device 200 is a hub, or a 
switch, or a router, or a server, or an access server, or a 
firewall, etc. 

15 

For purposes of illustrating the methods and systems of 
the present Application, the network device 200 is divided 
into three parts. Each of the parts of the network device 
200 is associated with one or more layers in the ISO/OSI 
20 reference model. 

In the network device 200, the route processor 210 
provides control plane functionality during communication 
sessions involving the network device 200. In relation to 
25 the ISO/OSI reference model, the route processor 210 provides 
functionality for layers three, four, five, six, and seven of 
the ISO/OSI reference model, or the network, transport, 
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session, presentation, and application layers, respectively 
in the network device 200. 

More specifically, the control plane of the network 
5 device 200 provides for keeping the network device 200 in the 
network. For example, in a network device 200 that is a 
router, the control plane provides the routing protocol layer 
to facilitate the routing of message traffic through the 
router. In addition, the control plane establishes and 
10 terminates connections for communication sessions between 
computers associated with end users. For example, the 
control plane will terminate a communication session after a 
predetermined time-out period. 

15 Returning back to Figure 2, the network device 200 also 

comprises a plurality of layer two devices. In the 
configuration of Figure 2, the plurality of layer two devices 
comprises a plurality of add-on modules that are plugged into 
the network device 200. These add-on modules facilitate 

20 networking within a particular networking environment, and as 
such, are defined as network interface modules, or line 
cards. For example, in network device 200, the line card 220 
is a layer two device. Line card 220, for instance, is an 
Ethernet card for facilitating the Ethernet networking 

25 protocol. In addition, the network device 200 comprises one 
or more layer two devices in various embodiments. 
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Communicatively coupled to the line card 220 is a 
plurality of port adapters. For example, line card 200 
comprises port adapter 225 and port adapter 227. Each of the 
port adapters 225 and 227 provide an interface through which 
5 message traffic is transferred between the network device 200 
and other devices on the network in a communication session. 
That is, the port adapters 225 and 227 provide an interface 
for connection to external network connections. While Figure 
2 discloses two port adapters associated with line card 220, 
10 other embodiments of the present invention are well suited to 
line cards comprising one or more port adapters. 

The network device 200 is capable of upgrading and/or 
reloading software operations associated with the layer two 
devices while minimally disrupting the communication 
occurring at layers other than layer two in the ISO/OSI 
reference model. That is, the software operations at layer 
two of the network device is upgraded and/or reloaded without 
terminating the communication session at layers other than 
layer two of the ISO/OSI reference model. 

Lines 235 and 237 comprise the physical layer, or layer 
one, of the ISO/OSI reference model for the network device 
200. The physical layer, layer one, defines the 
25 communication medium by which message traffic is transferred 
through the port adapters of the network device 200. For 
example, the communication medium may be defined by 
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electrical, mechanical, or optical characteristics. As such, 
the communication medium is comprised of, for example, 
twisted-pair cabling, fiber-optic cabling, coaxial cabling, 
etc. 

5 

Now referring to Figure 3, a flow chart 300 is disclosed 
illustrating steps in a computer implemented method for 
resetting a network device with minimal disruption to 
communication sessions involving the network device, in one 

10 embodiment of the present invention. The method illustrated 
in flow chart 300 is implemented when upgrading software 
associated with layer two components in the network device, 
in one embodiment. In another embodiment, the method 
illustrated in flow chart 300 is implemented when reloading 

15 software associated with layer two components in the network 
device, as when correcting a system failure. 



At 310, the present embodiment begins by separating 
operations associated with layer two of the ISO/OSI reference 

20 model from other layers in the ISO/OSI reference model. That 
is, the data plane associated with layer two is separated 
from the control plane in the network device. The data plane 
is associated with layer two of the ISO/OSI reference model 
and controls the forwarding of traffic across the network 

25 device through the network device. The control plane is 
associated with layers 3-7 of the ISO/OSI reference model. 
The control plane controls and maintains communication 
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sessions with other network devices when transmitting message 
traffic. 

In addition, in another embodiment, once the data plane 
5 is separated from the control plane, the data plane is also 
effectively separated from the physical layer of the network 
device. That is layer two, the data plane, of the network 
device is separated from layer one, the physical layer, of 
the network device. 

10 

By separating the data plane from the control plane in 
the network device, the present embodiment creates an 
environment in which changes to the data plane are 
implemented with minimal impact on the control plane. Most 
15 importantly, software located at the data plane can be 

upgraded and/or reloaded without affecting the continuity of 
communication sessions managed by the control plane. 

At 320, the present embodiment continues by resetting 
20 software operations in layer two of the network device. 
During the reset, the actual upgrade or reload of the 
software that implements the software operations is 
postponed, as will be fully described later in relation to 
Figure 4. In this manner, minimal downtime is achieved when 
25 upgrading or reloading the new software. 
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At 330, the present embodiment continues by maintaining 
continuity for a communication session between said network 
device and other network devices coupled together through a 
network. As stated previously, by separating the data plane 
5 from the control plane, communication sessions can be 

maintained effectively even though the data plane is down due 
to upgrading or reloading of software. That is, the 
upgrading and/or reloading of new software at layer two of 
the network device is transparent to end users transmitting 
10 and receiving message traffic through communication sessions 
involving the network device. As such, the continuity of the 
communication session is maintained. 

At 340, the present embodiment recovers execution of the 
software operations at layer two of the network device. 
Recovery is achieved before continuity of the communication 
sessions is terminated. That is, the new software that 
implements the software operations at layer two is 
initialized and operational before a time-out period occurs 
at the control plane and the physical layer. 

In this way, an upgrading and/or reloading of the 
software at layer two of the network device is achieved 
without disrupting the communication sessions at other layers 
25 of the ISO/OSI reference model, namely the control plane 
(layers 3-7) and the physical layer (layer 1) . As such, 
since continuity at the control plane and the physical layer 
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is maintained, i.e., continuity of communication sessions, 
the control plane and the physical layer need not undergo a 
reset process, even though software at layer two of the 
network device is upgraded or reloaded. 

5 

Referring now to Figure 4, a flow chart 400 is described 
illustrating steps in a computer implemented method for 
upgrading and/or reloading software at layer two of a network 
device, in accordance with one embodiment of the present 
10 invention. Specifically, the flow chart 400 discloses the 
resetting of software operations in layer two of the ISO/OSI 
reference model in the network device. In one embodiment, 
the flow chart 400 is an extension of block 320 in Figure 3. 

15 At 410, the present embodiment begins by pre-loading new 

software (e.g., software 520 of Figure 5) to a memory 
location, as indicated by pointer 525 of Figure 5 of the 
network device. The new software, after loading and 
initialization, implements the software operations associated 

20 with the network device. In one embodiment, the new software 
comprises a software image that implements the software 
operations. The new software is preloaded to the main memory 
of the network device before initializing the actual process 
for upgrading or reloading the software at layer two of the 

25 network device. In this way, the delay due to downtime of 

the network device when transferring the new software to the 
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network device from a secondary source or device is 
eliminated. 

At 420, the present embodiment continues by loading a 
5 bootstrap code (e.g. bootstrap code 530) to another memory 
location, as indicated by pointer 535 of Figure 5, of the 
network device. Execution of the bootstrap code occurs 
during the upgrade process implemented in 430. As such, 
execution of the bootstrap code comprises executing 

10 instructions loading the new software to a predetermined 

location, as indicated by pointer 515, in the memory of the 
network device. More specifically, the execution of the 
bootstrap code executes instructions that performs a raw copy 
of the new software from the memory location, as indicated by 

15 pointer 525, to a designated and predetermined location, as 
indicated by pointer 515, as per design of the system. 

The predetermined location, as indicated by pointer 515, 
stores the instructions in the memory of the network device 

20 for implementing the software operations associated with the 
network device. At present, an existing software for 
implementing software operations associated with the network 
device is located at the predetermined location. This 
bootstrap code replaces the existing software with the new 

25 software to implement the software operations associate with 
the network device. The new software contains upgraded 
features to be implemented in the software operations, in one 
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embodiment. The new software is a working copy of the 
existing software, in another embodiment, and is reloaded 
when the existing software or network device fails. 

5 Figure 5 illustrates a memory 500 of the network device 

after implementing blocks 410 and 420 of flow chart 400. As 
a result, the memory 500 comprises storage of the current 
operating system (OS) software image in a predetermined 
location 510. In addition, the new OS image is located at a 
10 first location 520 in the memory 500. Also, the bootstrap 
code is located at a second location 530 in the memory 500. 

Figure 5 also illustrates the position of the program 
counter 540. The program counter comprises a memory register 
that defines the address of the next instruction for 
execution of a program sequence. The program counter is 
pointed at the current, or existing, OS software image, since 
the update process or reload process of the software 
associated with the network device has not been installed and 
initiated. As such, the network device is still operating 
under the existing OS software image. 

Returning back to Figure 4, at 430, the embodiment 
illustrating flow chart 400 continues by performing a minimal 
25 reset of hardware components associated with layer two of the 
OSI/ISO reference model in the network device. The minimal 
reset is performed to minimize interruptions to the operating 
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system of the network device during recovery of the execution 
of software operations performed in block 340 of flow chart 
300. 

The reset of hardware components is unavoidable for 
certain reasons. Many hardware components generate 
interrupts during operation. These interrupts access certain 
portions of the software operations that is currently being 
upgraded or reloaded. However, during the recovery process 
of the software performed in block 340, the software 
operations are not available. This may result in unexpected 
behavior, e.g., further failures. The present embodiment is 
able to avoid these unexpected behaviors by addressing the 
interrupts before the actual upgrade or reload during the 
recovery of the execution of the software operations is 
performed in block 340. 

Different hardware components will have different modes 
of reset. For example, a hardware component can have a soft 
(warm) reset, a hard (cold), or even a suspend operation, 
etc. Determining the types of resets performed and which of 
the hardware components need resetting is accomplished to 
remove interruptions to the software operations, as 
previously described. For minimal impact, the minimum number 
of reset to hardware components is performed to reduce the 
downtime associated when updating the software at layer two 
of a network device. 
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The hardware components comprise the devices supporting 
layer two of the ISO/OSI reference module of the network 
device. For example , in one embodiment, the hardware 
5 components are line cards. In other embodiments, the 
hardware components are contained within a specific line 
card, upon which the software is being upgraded or reloaded. 

Turning now to Figure 6, a flow chart 600 is described 
10 illustrating steps in a computer implemented method for 

upgrading and/or reloading software at layer two of a network 
device, in accordance with one embodiment of the present 
invention. Specifically, the method of flow chart 600 
further describes the recovery process of the new software 
15 that implements the software operations of the network 

device. In one embodiment, the method of flow chart 600 is 
an extension of block 430 of flow chart 400. As such, the 
new software has been preloaded, and the bootstrap code has 
also been preloaded. 

20 

At 610, the present embodiment begins by moving a 
program counter of the network device to start execution of 
the bootstrap code. That is, the present embodiment moves 
the program counter to the beginning instruction of the 
25 bootstrap code. The bootstrap code overwrites the existing 
software with the new software that was previously pre-loaded 
in block 410 of flow chart 400. The existing software is 
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located at the predetermined location of the memory, as 
previously discussed. The new software was previously pre- 
loaded and is located at the first memory location. 



5 At 620, the present embodiment continues by executing 

the new software. Execution of the new software initializes 
the new software, and implements the software operations of 
the network device. The present embodiment executes the new 
software by moving the program counter to the beginning 
10 instruction of the new software. By initializing and 

executing the new software, the software operations can be 
upgraded, or reloaded upon failure, with minimal disruption 
to communication sessions through the network. 

15 At 630, the present embodiment continues by resuming 

operations of the hardware components. The hardware 
components were previously reset or suspended when performing 
the minimal reset of block 430 of flow chart 400. 

20 In one embodiment, data is recovered after an upgrading 

or reloading of the software located at layer two of the 
ISO/OSI reference model. In the data portion of the software 
operations, there are two types of data: data that requires 
re-initialization after an upgrade or reload, and data that 

25 does not require re-initialization after an upgrade or 

reload. For example, certain counters comprise data that 
requires re-initialization. Also, routing tables comprise 
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data that does not need re-initialization. Data of the first 
type or the second type typically is lost during an upgrade 
of the software associated with layer two of the ISO/OSI 
reference model. In that case, the data would need to be 
5 regenerated. 

However, in the present embodiment, versioning for data 
and tables that reguire carry over overcome the limitation of 
losing data during when upgrading or reloading software at 

10 layer two of the ISO/OSI reference model. Specifically, the 
present embodiment includes a mechanism to copy the relevant 
tables and data structures to known regions of the memory of 
the network device before upgrading or reloading software of 
the network device. Later, after the upgrading or reloading 

15 of the software of the network device, a re-initialization 
routine is performed to read the saved tables and data 
structures from the known regions of memory. In this way, 
the data and the table information is reacquired. 

20 In another embodiment of the present invention, the 

operating code of the network device is reloaded with minimal 
delay when the new operating code does not include any 
software upgrades. The present embodiment maintains a copy 
of the operating code in memory. In the case of software 

25 failure, the operating code remains unchanged. In that case, 
the operating code does not need copying. As such, the 
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present embodiment re-initializes the data, as previously 
described, and then restarts the control code. 

Accordingly, embodiments of the present invention are 
capable of upgrading system software (e.g., software 
operations for a network device) with minimal delay. This 
reduces the resultant downtime of a network device. Other 
embodiments are capable of reloading system software (without 
loading any software upgrades) with minimal delay, in the 
case of system failure. As a result, embodiments of the 
present invention are capable of bringing back up to 
operation a network device without resetting all the hardware 
components in the network device. In addition, embodiments 
of the present invention are capable of upgrading and/or 
reloading system software while limiting the impact on the 
control plane of the network device. 

While the methods of embodiments illustrated in flow 
charts 300, 400, and 600 show specific sequences and quantity 
of steps, the present invention is suitable to alternative 
embodiments. For example, not all the steps provided for in 
the method are required for the present invention. 
Furthermore, additional steps can be added to the steps 
presented in the present embodiment. Likewise, the sequences 
of steps can be modified depending upon the application. 
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Embodiments of the present invention, a method and 
system for upgrading and/or reloading software at layer two 
of the ISO/OSI reference model of a network device with 
minimal disruption to communication is described. While the 
5 invention is described in conjunction with the preferred 
embodiments, it is understood that they are not intended to 
limit the invention to these embodiments. On the contrary, 
the invention is intended to cover alternatives, 
modifications and equivalents, which may be included within 

10 the spirit and scope of the invention as defined by the 

appended claims. Furthermore, in the detailed description of 
the present invention, numerous specific details are set 
forth in order to provide a thorough understanding of the 
present invention. However, it will be recognized by one of 

15 ordinary skill in the art that the present invention may be 
practiced without these specific details. In other 
instances, well known methods, procedures, components, and 
circuits have not been described in detail as not to 
unnecessarily obscure aspects of the present invention. 
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